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1.  Whatis eCHN?

The electronic Child Health Network (eCHN) is a-profit governmentfunded organizationwhich
provides electronicservices tohealth informationcustodan clients such ashospitak, Community Care
Access Cents health care group practiseand independent health care practitioner eCHN provides
custodians and their authorized users wilgcess to an electronic health records reposit@nown as
WebChart, which facilitates theecure disclasre of personal health information(PHI)between health
information custodians in OntarioAccess tthe patient informationin eCHNs provided solsl to suppat

the provision of health careThe data available on eCHN must not be used for research or any secondary
purpose.

CKS AYTFT2NXYIFOGA2Y FOFAEFO0ES @A GKS S/ 1 b t2NIlfQa 2

Laboratory DatandMicrobiology Reports
Diagnostic Images and Reports

Medication Administration Reports
Admission, Discharge and Transfer Records
TreatmentnotesandAlerts

Cardiology

Newborn Screening

Scanned Documents

Demographics

=4 =4 = =4 -8 -8 -8 -8 -9

The data within the eCHMNystemmay not be a complete dalth record. Information in the eCHN
WebChart application isontributed from custodian organizatiohi Ontario. Contributing clientre not
obligated to submit the entire chart for any given patient record.

It is strictlyprohibited for authorizedusersto accesghe PHIfrom the WebChart applicatiofor research or
data mining purposes. eCHMebChartaccess may be audited by members of the e@riacy Officer
by Privacy Officers from client organization®tsureappropriateaccessilise ofpatient databy users.

! Health Information Custodians as defined in PHIPA Section 8@4) 1
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2. Patient Consent

The Personal Health Information Act, 20@RHIPA) outlines the requirement thétte knowledge and

consent of a individualpatient is required for the collection, use or disclosure of Rbiwithstanding any
exceptonsin the statue. If apatient has not yet reached the age of majority within their province, or is

y2i O2yaAARSNBR | YIFGdzZNBE YAYy2NE (GKSy O2yaSyid Yleé& o
or substitute decision maker (S0).

Consent ér the transfer of patient data to eCHN is managed by each contributing client in accordance with
their policies and procedures. Client organizations that submit PHI to eCHN must ensure that they have
followed the consent requirements of PHIPA prior téeasing the data. Additionally, authorized eCHN
users must ensure they are operating in compliance with PHIPA and their orgar&atiosent protocols,

as they pertain to the viewing of patient charts/records for the provision of care.

A patient who has provided their consent to a contributing eCHN client for the transfer of their PHI to eCHN
may, at any time, withdraw that consent. Requests for changes to consent directives from a patient must
be made by the patient to the contributirgCHN client organization.

2.1.  What is Implied Consent?
Implied consent is not expressly granted byirmdfividual but rathera consent which can be inferred from
the individual@ actions, or in some cases their inaction/silelta particular situation.

For example when a patient visits a health care proyideat patient is expected to supply relevant
AYF2NXYEGA2Yy (G2 GKS LINPOARSNI Ay 2NRSNJ 42 NBOSAGS
consenE g KSNBE G(GKS LI GASYyld mR2SagQi ayS@SaRRNRRaz YWERYR Sy (
AYF2NXEGA2Y Ay 2NRSNJ 2 NBOSAGS GNBFIYSYyGKé ¢ KS
collection of relevant patient health information.

2.2.  What is Express Consent?

Express consent &sclear and voluntary preference or choice which is freely given in circumstances where
the individualhasbeen advised of the available options and the consequences of their decision. Express
consent in a health care setting is often documented throughuke of a consent form, waiver, or by other
means of recording an individ@laffirmation.

PHIPA requires that the express consent of a patient be gained in situations: where

a. ahealth information custodiars going to disclose data to a person that i$ ad1ICpr
b. where a HIC makes a disclosure of PHI to andtbalth information custodiaffor purposes other
than the provision of caré.

2.3. Emergency Situations and Consent
PHIPAalsooutlines situations under which a custodian may disclose PHI to other health information
custodian(s) in order to reduce the significant risk of serious bodily harm to an individual. In such situations

2PHIPA, section 18(3)
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of potential serious bodily harm, the disclosure éflPnaype made without the consent of thiadividualto
whom the information relates. One such exception to consent occurs when it is impossible or impractical
to obtain consent, such as with emergency medical situations.

Additional informationemergency overrides can be found in secti®b of this guide.

2.4. Consent Management at eCHN

eCHN has developed consent management tookskist clients witlthe application of patient consent
directivesrelated to eCHN Various methods are employég eCHN tananage both access consent to a
patient@ PHI and transactional consent for the receipt and posting of a p&iBhtl.

AteCHNanda | O O&@mséntrestrictionis when a patienblocks access ttheir PHI which exists in the
eCHNsystem An acess consemestrictionmaybe requested by clientto block access to a patieliisill
chart or to specific records found within that chatt.is up to each Client to determine which access
restriction option best aligns with their organizat@rcorsent policy rules.

Ad ¢ NI y a EdOnsénirebtridtioris when apatient withdraws their consent for the transmission of
their PHI from a contributinglient site to eCHNwnd/or posting of their patient data to WebCharOnce
transactional consent bloskare put in placedata transmission/posting stofom that point in time
forward, not retroactively.
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3. Using the Consent Management Application

3.1 Locping Ontoto eCHN

3.1.1 To access the eCHbnsent Management applicatipnavigate tahe eCHN Portdbginpageat
https://hinet.echn.ca

Note: The eCHN Portal is only available to authorized users. In order to become an authorized user

please request arCHN Portal Access Application Fémmm the eCHN Helpdesk at 48337998
or by email athelpdesk@echn.ca

£|C

L] The Paediatric Health Record of Ontario
W[® CHILD HEALTH NETWORK

Login Video Tutorial

System Messages:

« S5t Joseph's Health Centre (SJHC) Sectra Dl reports are online
» NEON Infrastructure Upgrade - Temporary Data Interruption

®| cCHN Portal

eCHN Portal Login:
eCHN Portal is a secure system in which paediatric medical records are available electronically
to health care providers when and where they are required. This information includes laboratory
Username :l results, transcribed documents, electronic reports, diagnostic imaging reports and associated
Password l:l images, scanned documents, visit information and personal information such as age, address
and phone number
Login | Clear
eCHN Portal conforms to the latest provincial and federal electronic Health Records (eHR)
Foraot vour password? architectural standards and allows controlled access to accurate and current patient infarmation
that has been collected from a variety of geographically-dispersed sources within the Province of
Ontario.
Contact Us eCHN Portal is available only to pre-authorized health care providers. The information
containing Personal Health Information (PHI) is presented in the one standard uniform view, no
Phone:  416-813-7998 matter where it originated

FAX: 416-813-8294

Free 1-877-252-0000

Address: 180 Dundas Street W.
Suite 2405
Toronto, Ontario, M5G 128

Email Help desk:
helpdesk@echn.ca
General info;
echnmail@echn.ca

Benefits of eCHN Portal

Health care professionals have instant access to the most current patient information.
Information is available when and where it is required

€CHN Portal reduces the chances of lost or unavailable records.

The need to repeat tests completed recently may be reduced.

The requirement for the patient to travel may be reduced

Facilitates delivering better, safer and more timely health care

€CHN Portal helps clinicians use their time more effectively by spending less time on
paperwork and more time on providing care

= Sharing health information improves continuity of care.

Health care organizations and professionals interested in abtaining access to eCHN Portal
should contact eCHN by telephone: 416-813-8807 or e-mail: echnmail@echn.ca

3.1.2 Enter your username and password in #8HN Portal Logivox. Select the yelloWwoginbutton to

continue.
e|c
L} The Paediatric Health Record of Ontario
N CHILD HEALTH NETWORK
Login Video Tutorial
System Messages:

« St Joseph's Health Centre (SJHC) Sectra DI reports are online.
« NEON Infrastructure Upgrade - Temporary Data Interruption

®| CHN Portal

eCHN Portal Login:
eCHN Portal is a secure system in which paediatric medical records are available electronically
_ to health care providers when and where they are required. This information includes laboratary

Username results, franscribed documents, electranic raports, diagnostic imaging reports and associated

Password images, scanned documents, visit information and personal information such as age, address
and phone number

Login || Clear

eCHN Portal conforms to the Iatest provincial and federal electronic Health Records (eHR)

Forgat your passward? architectural standards and allows controlled access to accurate and current patient information
- that has been collected from a variety of geographically-dispersed sources within the Province of
L
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3.1.3 Enter the answer to your Account Verification Question and selecy&iowContinuebutton.

<|C

L) The Paediatric Health Record of Ontario
N CHILD HEALTH NETWORK

Login Video Tutorial

Enhanced Secure Login to eCHN Portal - Account Verification Question

To access your account, please read and answer your Account Verification Question below.
Naote: You can change your Account Verification Questions at any time by clicking on the [Preferences] option which is located in the top menu bar of
eCHN Portal

Ifyou experience difficulties, please contact the eCHN help desk at 416-813-7998 or 1-877-252-9900.
You can also email us at helpdesk@echn.ca

Attempt1of 3
Question: What is the first name ofthe maid of honour at your wedding?

ANSWET?  [seess

¥ Remember me at this computer for the next & hours.

Continue Cancel

3.1.4 Verify your Facility andsérRole as displayed within theCHN Portat Facility & Roléox.

Note: If the facility/user rolaisplayeds not accurate please contact the eCHN Helpdesk at 416
8137998 orhelpdesk@echn.ctor assistancelf you are authorized for more than one role/facility
you must select the appropriate role/facility for the task being performed and select the yellow
Continuebutton.

2| C

& The Paediatric Health Record of Ontario
W[® CHILD HEALTH NETWORK

Login Video Tutorial

System Messages:

s St Joseph's Health Centre (SJHC) Sectra DI reports are online
s NEON Infrastructure Upgrade - Temporary Data Interruption

Confidentiality Reminder
eCHN Portal - Facility & Role:

This record contains confidential health related information. You have been authorized to access

Welcome Shireena Nazamodeen this information, but this authorization is dependent on your professional responsibility to restrict
your access to infarmation that is required for your participation in the provision of health care to
Select your current Facility & Role thatindividual
Facility You are reminded of your responsibility to guard the canfidentiality of this data, notto
Hospital for Sik Ghiiren ¥ disseminate the data to individuals or organizations who are not autharized for access, and to
access only data for individuals with whom you hold a professional relationship.
Us:rlR?leR | = You are reminded that your access to any data in this system is manitared, and that the audit trail
=il = is available to the individuals whose data is accessed, as well as to the CHN Board.
i 1
Continue Logout Warni ng:

« The Personal Health Information accessible via eCHN Portal is not available to any

Page6 of 38
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3.2 Conductinga Patient Search in the Consent Management Tool

3.2.1 From the eCHN Portal Memlick on the blue highlighted and underlin€dnsent Management
link.

Main Menu News Video Tutorial Preferences Logout
eCHN Portal Login Information
User:  Shireena Nazamodzen @
Facility: Hospital for Sick Children
Role:  Privacy & Security Officar eCHN Portal Menu
Logout | Switch role Applications and Services
WebChart
Patient chart viewer.
Contact Us
Fhone: 416-813-7998 eCHN Audit Reporter

Tool for site auditors and privacy officers to review eCHN user activities.
FAX 416-813-8294

Free: 1-877-252-9900 POGO ) . )
Address: 180 Dundas StreetW. Electronic Shuttle Sheet for the Pediatric Oncology Group of Ontario.
Suite 2405 " .
Toronto, Ontario Diabetes Care Tracking
WMEG 128 Real-time Diabetes Tracking.

Emall ;';ngcliiil"éedm ca Ambulatory e-Referral
. Electronic Ambulatory Referrals

General info:
echnmail@echn.ca

Ambulatory e-Referral

eRefarral in java { é f é o L,] d
Consent Management o
Consent Management I\/Ianagement

N

3.2.2 Search for the patient requesting consent revocation or reinstatemBgpentering the patient
detailsinto the Patient Searcfields. For an optimal search, best practice is to enter information
into one of three data fields: Full Name, Healiard # or MRN.

lc
User: Shireena Nazamodeen
IH; consent Management Facility: Hospital for Sick Children
Patient Search Logout

Patient Search

Patient Search Number Search
FullMame: | | DateofBitn:| | Facility:

Search || Reset

Search || Resst

" When entering information into théFull Namé field, enter theLJI (i A BayhéuSirg the following
format: lastname, firstname (e.g Smith, John).

Page7 of 38
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EH; Consent Management

User: Shireena Nazamodeen
Facility: Hospital for Sick Children

Patient Search Logout

Patient Search

Pat] Format: Last Name, First Name

Search || Reset

Number Search

Facility: Hespital For Sick Chil v

Search | Reset

1 InthedHealthCardéT A St RZ
number without the version code.

LX SI as

[N
>
(p))

LJF

«\c
iH; Consent Management

User: Shireena Nazamodeen
Facility: Hospital for Sick Children

Patient Search Logout

Patient Search

Patient Search
FU e sl cord Norber| ] DateofBnn: [ ]
e I

Search || Reset

Number Search

Facility: Hospital For Sick Chil *

Search || Reset

1 Should you opt to search by phemumber,, avoid usinglashes{) A Yy

4168137998.

0KS &tBEdnyl& é

User: Shireena Nazamodeen
Facility: Hospital for Sick Children

ele
iH; Consent Management
Patient Search Logout
Patient Search
Patient Search
o000 r o000uona| | UPE L ]
Search | Reset

Number Search

Facility: Hospital For Sick Chil *

Search || Resst

T LF O2yRdzOUGAY 3 |
to enter the names: lastname, firstname.
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User: Shireena Nazamodeen
:H:‘” Consent Management Facility: Hospital for Sick Children

Patient Search Logout

Patient Search

Patient Search Number Search

Full Name: I:l Da(eofBinh:l:l Facility: Hospital For Sick Chil v
Age: e[| Enconters: [ |

Search || Reset

Pl Format: Last Name, First Name

Search | Reset

1 InthedDate of Birtl field, enter the numbers as yeanonth-day.Example: for January 31, 2010,
enter 201001-31.

elc
User: Shireena Nazamodeen
IH; Consent Management Facility: Hospital for Sick Children

Patient Search Logout

Patient Search

Patient Search Number Search
FullName: [ | opateofgirtn:| | Facility:

Search || Reset
Search | Reset

1  ThedFacilitg field will default to the facilityou selected/verified in step 3.1.4

= User: Shireena Nazamodeen
EH; Consent Management Facility: Hospital for Sick Children

Patient Search Logout

Patient Search

Patient Search Number Search

Full Name: I:l DateofBinh:l:l Facility: __HospltalForSkah\l'
Phone: [ age e[ Encowtrs:[ ]

Search || Reset
Search || Reset

1 If searching bgMRN , please enter the medical record number associated with the pataent
your facility.
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‘1c .
User: Shireena Nazamodeen
.ﬂ' Consent Management Facility: Hospital for Sick Children

Patient Search Logout

Patient Search

Patient Search Number Search
FulName: | | DateofBirth: | | Faq Enter Medical Record NumberFk Chil ¥ |
Search || Reset
Search || Resst

1 ThedEncounter #is a unique identifier assigned by a hospital to a patardrepresens a specific

hospital visit
e User: Shireena Nazamodeen
:H:‘” Consent Management Facility Hospital for Sick Children
Patient Search Logout

Patient Search

Patient Search Number Search

Full Name: I:l Date of Birth: I:l Facility: Hospital For Sick Chil *

;I.ealthCard [ we [ | MR Enter encounter number or PAN | ]
phone: [ | g e[ Encownters:[ ]
moher [ Famen [ ]
Search || Reset
Search || Reset

3.2.3 Once you have entered data into tiRatientSearcHields, selectthe Searctbutton. The results
will be displayedased on the information entered

Note: You will only be provided with a list of patiefitsm your facility.

PagelOof 38
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User: Shireena Nazamodeen
Facility: Hospital for Sick Children

Patient Search Logout

Patient Search

Patient Search

Full Name:

Date of Birth:

Number Search

l:l Heospital For Sick Chil *

Facility:

Search | Reset

Search Results

Last Name * First Name
ECHNPHRO9801 ECHNPHRO9801
ECHNPHR10 CHILD10
ECHNPHR11 CHILD11
ECHNPHR12 CHILD12
ECHNPHR1301 ECHNPHR1301
ECHNPHR14 CHILD14
ECHNPHR1S CHILD1S
ECHNPHR16 CHILD16
ECHNPHR2 CHILD2
ECHNPHR3 CHILD3
ECHNPHRS CHILD&
ECHNPHRS CHILDS
ECHNPHRS CHILDG
ECHNPHR? CHILD?
ECHNPHR8 CHILDS

s " S —
e — T -
N e S ——

e ———

18 Patients found, displaying 15 patients, from 1 to 15. Page 1/2

Middle Name Gender

+0 +0 +0 +0 +0 +0|+0 Oy Ou Oy Oy Oy Oy Oy Ou

Birth Date
1997-04-13
2009-07-21
2009-07-22
2009-07-23
1997-04-13
2009-07-25
2009-07-286
1997-07-26
1999-07-14
2009-07-14
2009-07-15
2009-07-16
2009-07-17
2009-07-18
2009-07-19

L ]

Search || Resst

Heath Card # Prov.
ECHNPHROSE01
5901114504
5901114505
5901114506
ECHNPHR1301
5901114508
5901114509
5903333509
5901114496
5901114497
5901114498
5901114499
5901114500
5901114501
5901114502

4 412 » ¥

3.2.4 Select thecorrectpatient from the search resultby clicking on thélue highlighted and underlined

patient name

:H; Consent Management

User: Shireena Nazamodeen
Facility: Hospital for Sick Children

Patient Search Logout

Patient Search

Patient Search
e
#:

L ]
L ]

Search || Resst

Full Name:

Phone:

Mother:

Search Results

Dateofgirth: | |
T —
Age: |:|to|:|

N —

18 Patients found, displaying 15 patients, from 1 to 15. Page 1/2

Number Search

Facility:
MRN:

e

Last Name : First Name Middle Name Gender Birth Date Heath Card # Prov.
ECHNPHRO9801 ECHNPHR09801 é 1967-04-13 ECHNPHRO9801
ECHNPHR10 CHILD10 8 2009-07-21 5901114504
ECHNPHR11 CHILD11 é 2008-07-22 5901114505
ECHNPHR12 CHILD12 8 2009-07-23 5901114506
ECHNPHR1301 ECHNPHR1301 é 1967-04-13 ECHNPHR1301
ECHNPHR14 CHILD14 8 2009-07-25 5901114508
2

Hospital For Sick Chil +

Search || Reset

3.2.5 TheConsent Summary 2 NJ i K S

aSt SOGSR

LI GASyYy

gAtt

0S RAAL

information before proceeding with consent revocation or reinstatement. If this is not the correct

patient, go back tahe search results by clicking on the yellBack To Search Resuitgton.

Pagellof 38
Version 1.1



€| C

L

Privacy and Security Office
N|®

Managing Patient Consent on the eCHN Portal

elc
iH; Consent Management

User: Shireena Nazamodeen
Facility: Hospital for Sick Children
, -
a. | Of
Patient Search Logout
Back To Search Results SearCh
Consent Summary - ECHNPHR10, CHILD10 ~
: : wS a dzf
Patient Information
First Name: CHILD10 Date of Birth: 2008/07/21
Middle Name: Gender: Male
Last Name: ECHNPHR10 HCN: 5901114504
Access Consent * Hover your mouse over the table items for more information
Chart Access Consent

Status: Permitted

Revoke Consent
Document Access (Lockbox) Consent

Request Summary Count (no completed or pending requests)

Request Form
Transactional Consent

1 Unique MRNs (no revoked or pending requests)

Request Form

Pagel2 of 38
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3.3

3.3.1

Applying an AccesRestriction to a Patient Chart

Access Consenat eCHN

Ay & ! ©odrSeéntirestrictionis when a patienblocksaccess to their PHI which exists in the
eCHNsystem Access consent blocks a@mmunicated fronthe patientto the contributingclient.
Each client must notify édNof the access consent restrictions requested by the patient. eCHN will
promptly proces all consent directives upon notification by the client.

The functionality exists in eCHN to appbcess restrictions to a patie®tfull chart or to specific
records found within a patient chartChartlevel accessrestrictions may be applied to aentire
patient chartby any client that contributed data to eCHN for the relevant patient. It is up the client
to determine if they will apply a chatevel or documensspecificaccess restriction to a patient
chart.

To apply an access consent restdntio a patient chartfirst you must searchnd select the
relevantpatient. Pleasedilow the instructiorsin section3.1 and 3.2 of this guide to learmow to
login to the eCHN Portal, enter the Consent Managenteat ard select a patient.

After a patent has been selectedequesta Chart Accesgonsentrevocationby choosinghe
yellowRevoke Consebutton.

elc .
F User: Shireena Nazamodeen
EH; COI‘ISEI‘It Management Facility: Hospital for Sick Children

Patient Search Logout

Back To Search Result:
Consent Summary - ECHNPHR10, CHILD10 9 50T SES NES

Patient Information

First Name: CHILD10 Date of Birth: 2008/07/21

Middle Name: Gender: Male

Last Name: ECHNPHR10 HCN: 5901114504
Access Consent * Hover your mouse over the table items for more information Se|eCt
Chart Access Consent

, A =
awsS @2
Status: Permitted Revoke Consent

v A
/] 2y &S
Document Access (Lockbox) Consent

Request Summary Count (no completed or pending requests) Request Form

Transactional Consent

1 Unigue MRNs (no revoked or pending requests) Request Form

Pagel3of 38
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3.3.2 TheManage Consergage will be displayed. All blank fields are mandatory and must be completed
in order to submit the request.

User: Shireena Nazamoadeen

Consent Management Facility: Hospital for Sick Children

Patient Search Logout
Cancel
Manage Consent - ECHNPHR10, CHILD10

Patient Information
First Name: CHILD10 Date of Birth: 2009/07/21
Middle Name: Gender: Male
Last Name: ECHNPHR10 HCHN: 5901114504

User Information

Name: Shireena Nazamodeen
Role: Privacy & Security Officer
Facility: Hospital for Sick Children

Requestor Information

Relationship: - Select Relaticnship - ¥

Requestor Instructions
Request Date: 2016/01/12

Revoke Chart Access Consent
Do not allow viewing of all existing PHI for CHILD10 ECHNPHR10 (if available) on eCHN.

Disclaimer

The person or person's representative can choose to reinstate consent at any time.

The person or person’s representative has been advised to consult a health care provider regarding the potential risks associated with the
decision to revoke consent and by revoking consentis willing to accept those risks.

Chart access consent revocation is global within the eCHN Portal application. The person or person’s representative understands that all PHI
records on that person are not accessible.

Transactional consent revocation is specific to this Member Site only. In other words, in order to stop other Member Site from sending PHI
records to eCHN, the person or person's representative must contact each Member Site they visit and advise them to revoke consent

Submit Cancel

1 TheUser Informatiorsectionconfirmsthe details of the authorizedser (you) performing the
requested consendiirective ¢ K ®hode Numbefis required so eCHN may follayp on any
guestions regarding the request.

User Information

Name: Shireena Nazamodeen
Role: Privacy & Security Officer
Facility: Hospital for Sick Children

Pagel4 of 38
Version 1.1



€| C

®
N|w

alactranic
CHILD HEALTH NETWORK

Privacy and Security Office
Managing Patient Consent on the eCHN Portal

1 TheRequestor Informatiosection promptghe user to selectletailsabout the individuamaking

the request for revocatiofreinstatement of consentlUse the dropdown menu to choose the
requesto@relationship to the patient.

Requestor Information

Relationship:
- Select Relationship -
Self
Requestor Instr Mother
Request Date: 2016/¢ Father

Revoke Chart Acce G_randparem

Do not allow viewing Sister
Brother
R . Aunt
Disclaimer Uncle

« The person or person’s Stepmother
The person or person's Stepfather
decision to revoke coni Fosterparent
« Chartaccess consent | Guardian
records on that person .
Transactional consent Le_al V\Iard
records to CHN, the p Children’s Aid
Other

- Select Relationship - ¥

D10 ECHNPHR10 (if available) on eCHN

o reinstate consent at any time.

vised to consult a health care provider regarding the potential risks associated with the
tis willing to accept those risks.

# eCHN Portal application. The person or person's representative understands that all PHI

Wlember Site only. In other words, in order to stop other Member Site from sending PHI
itive must contact each Member Site they visit and advise them to revoke consent

1 TheRequestor Insuctionssectionrequiresthe user toclick in the checkbox to confirm revocation
or reinstatement of consent for the specific patient.

Requestor Instructions
Request Date: 2016/01/12
Revoke Chart Access Consent

Do not allow viewing of all existing PHI for CHILD10 ECHNPHR10 (if available) on eCHN

1 TheDisclaimemprovides general information on the results of consent withdrawal for patient data

that is in the e@N system.

Disclaimer

The person or person's representative can choose to reinstate consent at any time.

The person or person's representative has been advised to consult a health care provider regarding the potential risks associated with the
decision to revoke consent and by revoking consent is willing to accept those risks

Chart access consent revocation is global within the eCHN Portal application. The person or person’s representative understands that all PHI
records on that person are not accessible.

Transactional consent revocation is specific to this Member Site only. In other words, in order to stop other Member Site from sending PHI
records to eCHN, the person or person's representative must contact each Member Site they visit and advise them to revoke consent
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3.3.3 Once allhe required information has been enteresklect the yellowSubmitbutton at the bottom
of the page.

efc .
User: Shireena Nazamodeen

IH; Consent Management Facility: Hospital for Sick Children

Patient Search Logout

Cancel
Manage Consent - ECHNPHR10, CHILD10

Patient Information

First Name: CHILD10 Date of Birth: 2009/07/21

Middle Name: Gender: Male

Last Name: ECHNPHR10 HCN: 5901114504

User Information

Name: Shireena Nazamodeen
Role: Privacy & Security Officer
Facility: Hospital for Sick Children

Requestor Information

Relationship: - Select Relationship - ¥

Requestor Instructions
Request Date: 2016/01/12
Revoke Chart Access Consent
Do notallow viewing of all existing PHI for CHILD10 ECHNPHR10 (if available) on eCHN.

Disclaimer

« The person or person's representative can choose to reinstate consent at any time.
« The person or person's representative has been advised to consult a health care provider regarding the potential risks associated with the
decision to revoke consent and by revoking consent is willing to accept those risks

« Chart access consent revocation is global within the eCHN Portal application. The person or person’s representative understands that all PHI
records on that person are not accessible.

« Transactional consent revocation is specific to this Member Site only. In other words, in order to stop other Member Site from sending PHI
records to eCHN, the person or person’s representative must contact each Member Site they visit and advise them to revoke consent

‘\/ Submit Cancel

a{dzoY

3.3.4 Once submittedthe Status (highlighted in green) will changed®ermitted, Pending Revocati&nx
F2NJ 0KA&A AaLISOAFAO LI GASYydiQa /KFENI ! O0Saa /2yas

Note: An ECR Code is assigne@ach consent change request, along whk datethe request
wassubmitted, the authorized eCHN user who entered tbguest,the name of the requestor, the
type ofreques made (revokeor reinstate) and the status of the request.
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<l .
User: Shireena Nazamodeen
IH; Consent Management Facility: Hospital for Sick Children
Patient Search Logout
Back To Search Results
Consent Summary - ECHNPHR10, CHILD10
Patient Information
First Name: CHILD10 Date of Birth: 2009/07/21
Middie Name: Gender: Male
Last Name: ECHNPHR10 HCN: 5901114504

Access Consent

* Hover your mouse over the table items for more information
Chart Access Consent

Status: Permitted, Pending Revocation Rewvoke Consent
ECR Code Submitted On Submitted By*

Requestor® Request Status
£M20160112112463 2016/01/12

Shireena Nazamodeen Mommy Echn

Revoke Pending

3.3.5 To view the details of theubmittedconsent request, gu mayselect the ECR codiek. The
request status and general information will be available for viewing by the user.

lc
User: Shireena Nazamodeen

IH; COI‘ISGI‘It Management Facility: Hospital for Sick Children

Patient Search Logout

Retumn
Consent Request - CM20160112112463

Patient Information

First Name: CHILD10 Date of Birth: 2009/07/21

Middle Name: Gender: Male

Last Name: ECHNPHR10 HCN: 5901114504

Request Information
Status: Pending
Requested Date: 2016/0112
Approval Date: Pending
Action: Revoke Chart Access Consent

User Information

Name: Shireena Nazamodeen
Role: Privacy & Security Officer
Facility: Hospital for Sick Children
Phone Number: (416)813-7998

Requestor Information
Requestor Name: Mommy Echn

Relationship: Mather

Retum

3.3.6 Oncea consentequest is processed by the eCHN Privacy Office you will see the Status (highlighted
in red) change to Revoked.

Access Consent

* Hover your mouse over the table items for more information
Chart Access Consent

Status: :Re_vo;ed: Reinstate Consent
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3.4  Applying an Access Restriction toRatient Record(s) withina Chagtd [ 2 O1 0 2 E ¢

3.4.1 To apply an access consent restrictiora patient record(s)irst you must search and select the
relevantpatient. Please follow the instructions in secti®d and 3.2 of this guide to learn how to
login to the eCHN Portal, enter the Consent Managenteak and select a patient.

After a pdient has been selected, requesBocument Access (Lockbox) Congerbcation by
choosing the yelloviRequest Forrbutton.

sl .
User: Shireena Nazamodeen

% Consent Management Facility: Hospital for Sick Children

Patient Search Logout

Back To Search Results
Consent Summary - ECHNPHR10, CHILD10

Patient Information

First Name: CHILD10 Date of Birth: 2008/07:21

Middle Name: Gender: Male

Last Name: ECHNPHR10 HCN: 5901114504

Access Consent
Chart Access Consent

* Hover your mouse over the table items for more information

Status: Permitted Revoke Consent

Select
Document Access (Lockbox) Consent (R eq u eSt

Request Summary Count (no completed or pending requests) Request Form

Formg

Transactional Consent

1 Unique MRNs (no revoked or pending requests) Request Form

3.4.2 TheManage Consergage will be displayed. All blank fields are mandatory and must be completed
in order to submit the request.

TRT® -
Patient Search Logout
Cancel

Manage Document Consent - ECHNPHR10, CHILD10

Patient Information

First Name: CHILD10 Date of Birth: 2009/07/21

Middle Name: Gender: Male

Last Name: ECHNPHR10 HCN: 5001114504

User Information

Name: Shireena Nazamodeen
Role: Privacy & Security Officer
Facility: Hospital for Sick Children

Requestor Information

Relationship: - Select Relationship - ¥

eCHN Documents Note: You can only modify consent for documents owned by your facility

Request Date: 2016/01/12 Lock All | Unlock All | Select None
Created On Document Name Category Facility Lock Unlock
2012/10/23 10:31:00 Plasma heparin low molecular weight (LMW) Laboratory  HSC
2012/10/23 10:17:00 Plasma heparin low molecular weight (LMW) Laboratory  HSC
2012/10/23 09:20:00 Serum/plasma mycophenolate, MS/MS Laboratory  HSC
2012/10/23 06:50:00 Blood cell count (CEC), differential, morphology panel Laboratory HSC
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9 TheUser Informatiorsectionconfirms the details of the authorizagser (you) performing the
requested consendirectived ¢tKS a4t K2yS bdzyoSNE AuporNaBylj dzA NB R
guestions regarding the request.

User Information

Name: Shireena Nazamodeen
Role: Privacy & Security Officer
Facility: Hospital for Sick Children

1 TheRequestor Informatiosection promptsthe user to select details about the individual making
the request for revocation/reinstatement of consent. Use the dropdown menu to choose the
requesto@ relationship to the patient.

Requestor Information

Relationship:
- Select Relationship -
Self
Requestor Instr Mother
Request Date: 2016/¢ Father
Revoke Chart Acce S

Do not allow viewing Sister D10 ECHNPHR10 (if available) on eCHN.
Brother

Aunt

Uncle

s The person or person's Stepmother o reinstate consent at any time.

« The person or person’'s Stepfather Vised to consult a health care provider regarding the potential risks associated with the
decision to revoke conl Fosterparent {tis willing to accept those risks.

« Chartaccess consentt Gyardian ¢ @CHN Portal application. The person or person's representative understands that all PHI

records on that person Legal Ward
« Transactional consent Chg\d 's Aid Member Site only. In other words, in order to stop other Member Site from sending PHI

records to 2CHN, the p 0”'1 gensiy ltive must contact each Member Site they visit and advise them to revoke consent
er

Disclaimer

1 TheeCHN Documentsection iows a list of recordim eCHN associated with tlselected patient.
If no records are available in eCHN for the patiamhessage will be shown to the user as follows:

Message from webpage ﬁ

No documents were found in eCHN from your facility for this
* . patient.
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3.4.3

If there are records in eCHN for the selected patiemgquest tolock or unbckone or more
recordscan be submitted Slect theappropriaterecord(s)by clickng onthe checkboxnext to the
recorad ¢2 a[201¢ | HNBOZNRES A3&6fF S0T¢ (@St @KB O]

Note: You will only be provided with a listr@icordsfrom your fcility.

TheDisclaimerprovides general information on the results of consent withdrawal for patient data
that is in the eCHN system.

Once all the information has been enteradd the records to be locked aselected submit the
request using thgellow Submitbutton at the bottom of the page.
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